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About Me

* 2021 AAS Cyber Security from DMACC

* Systems Administrator at lowa State University
e Combined 8+ Years of IT Experience

* Compulsive Home Labber (VolP, Email, etc)

* Returning to School at ISU

* Punk Rock/Italian American Upbringing

www.thederpysage.com



What we’re talking about today...

* Network Traffic (duh)
* “Why can’t my computer connect to the internet?”
* “What does a connection look like?”

* “How do | know someone can’t read my connection?”



What is this?

Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface ethO, id O
Ethernet Il, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:¢c6:d8 (00:0¢:29:b8:¢c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11

Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411

Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n

Line-based text data: text/html (13 lines)
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Protocol data

Layer _
unit (PDU)
[ | Application
6  Presentation
Data
Host
layers
5 | Session
Segment,
4 | Transport
Datagram
3 | Network Packet
Media
layers 2 Datalink Frame
1 Physical Bit, Symbol

* ‘Source: httpé://en.wikipedia.org/wiki/OS|_model ' | ~

OSI model

Function!2°

High-level protocols such as for resource sharing or remote file access, e.g.
HTTP.

Translation of data between a networking service and an application;
including character encoding, data compression and encryption/decryption

Managing communication sessions, i.e., continuous exchange of
information in the form of multiple back-and-forth transmissions between
two nodes

Reliable transmission of data segments between points on a network,
including segmentation, acknowledgement and multiplexing

Structuring and managing a multi-node network, including addressing,
routing and traffic control

Transmission of data frames between two nodes connected by a physical
layer

Transmission and reception of raw bit streams over a physical medium
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OS] model

Protocol data L om
Layer _ Function!?!
unit (PDU)

High-level protocols such as for resource sharing or remote file access, e.g.
HTTP.

Application

Translation of data between a networking service and an application;
including character encoding, data compression and encryption/decryption
Managing communication s ons, i.e., continuous exchange of
information in the form of multiple back-and-forth transmissions between
two nodes

Reliable transmission of data segments between points on a network,
including segmentation, acknowledgement and multiplexing
Structuring and managing a multi-node network, including adc
routing and traffic control

Media

, Transmission of data frames between two nodes connected by a physical
layers | 2 | Data link

layer

1 Physical Transmission and reception of raw bit streams over a physical medium

Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface ethO, id O
Ethernet ll, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:¢c6:d8 (00:0¢:29:b8:¢c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11

Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411

Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n

Line-based text data: text/html (13 lines)
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Network

C:\Users\admin>ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix . : test.local

Link-local IPv6 Address . . . . . : TeB8::271t2:8a5c:bo9+t8:a797%5
IPv4 Address. . . . . . . . . . . : 192.188.99.11

Subnet Mask . . . . . . . . . . . : 255,255.255.8

Detault Gateway . . . . . . . . . : 192.168.99.1



Network — |Pv4

e Still the most common IP standard.

* Private ranges include 192.168.x.x, 172.16.x.x, 10.X.X.X

IPvd4 Address. . . . . . . . . . . ® 192.168.99.11

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Detault Gateway . . . . . . . . . : 182.168.99.1



Network - DHCP

* Dynamic Host Configuration Protocol is a network management
protocol for the automatic assignment of IPs to devices of a
network.

i *ethD

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® e BER@ 2 « »n <« >»EE oo o#
| W |dhep BE -]+
No. ._ Time ) Source Destination Protocol Length Info

344 DHCP Discover - Transaction
342 DHCP oOffer
@ DHCP Request

342 DHCP ACK - Transaction



Network - ARP

Ethernet ll, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst:
VMware_b8:c6:d8 (00:0c:29:b8:c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11

* Address Resolution Protocol is a communication protocol used to
associate link layer (MAC) addresses with an |P.
(ATarp BE ) +

MNo. Time Source Destination Protocol Length Info
I VMware ca:74:5e ! 60 Who has 192.168.
VMwar = : 60 19: 9.1
VMwar 92
VMwar

VMwar
VMwar
VMwar

VMwar

VMwalr
VMwar
VMwalr
VMwar
VMwar




Network - ICMP

C:\Usershadmin»ping 8.8.8.8
°
nternet ContrOl Message Pinging 8.8.8.8 with 32 bytes of data:

Protocol iIs a communication Reply from .8: bytes=32 time=13ms TTL=48
bytes=32 time=13ms TTL=48

8.8.8
. Reply f 8.8.8.8
:)rOtOCOl' Used to Verlfy data nEEli FEEE 8.8.8.8: bytes=32 time=13ms TTL=48
transmission by indicating Reply from 8.8.8.8: bytes=32 time=16ms TTL=48
success or failure When Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = & (8% loss),

communicating with another  |aeproximate round trip times in milli-seconds:
deV|Ce Minimum = 13ms, Maximum = 16ms, Average = 13ms

10 (ping) request
(ping) reply
(ping) request
(ping) reply
(ping) request
(ping) reply
(ping) request

10 (ping) reply

"--I "--I "--I "--I

"--I

74 Ecl
74 Ecl
74 Ecl
74 Ecl
74 Ecl
74 Ecl
74 Ecl
74 Ecl

"--I




| Google Search Engine

This 15 a demo of the Google Search Engine. Note, 1t 13 research m progress 5o expect some downhmes and
g P
malfunctions. You can find the older Backrub web page here

G-:-«:,g.)’c i bemng developed by Larry Page and Sergey Brmn with very talented mplementation help by Sco

————- - ——

}-1- v i 5 Fuey '-.'fr ¥ ." e Y
tassall ANG Alan otareme "c‘u

S = =

Search Stanford

|
[H] results l] [n:.’u;‘»:r nQg on _:J search

Search The Web

I
|1H rasulte 3 fnz‘ns'er NG on _'_] Search
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Transport— TCP (A Segment of a Stream)

* Transmission Control Protocol is a connection-oriented protocol.

e A Client and Server first must establish communication with each
other and agree how they will communicate application data.

* |deal for sending a lot of data (segmented) and ensuring integrity
of the data sent.

Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1,
Ack: 429, Len: 411



Transport— TCP - SYN-ACK
Three-Way Handshake

1. SYN: A Server will listen for SYN request from a Client to
SYNchronize.

2. SYN-ACK: The Server will respond with a SYN-ACK back to the
client with an ACKnowledgement of the Client's SYN request, and
Its own request to SYNchronize with the Client.

3. ACK: The Client will then respond to the Servers SYN with its own

ACKnowledgement.
[M |tcp.stream eq 0 BED -]+
No. Time _ Source Destination Protocol Leng Info

TCP 66 — 80 [SYN] Seq=0 Win=64240 Len=0 MSS5=146
TCP 66 9835

TCP 60 — 88 [ACK] Seg=1 Ack=1 Win=2182272 Len=0



Transport— TCP - FIN-ACK
Four-Way Handshake

1. FIN-ACK: Sending the Server a FIN-ACK to FINish this
connection.

2. ACK: The Server will respond with an ACKnowledgement, and
send its own FIN-ACK to finish to the client, which the Client will
then ACKnowledge.

3. Other side Repeats




Data—- TCP-HTTP

1. The Client will send an HTTP Request Message to the server. For
longer messages, Data can be sent in multiple packets, and those
packets are sent ordered by a Sequence Number, which is then
arranged by the Server in the proper order

2. The Server then sends back an Acknowledgement of every
Sequence Numbered Packet |tcﬁet.s, ensuring the Client knows if
something was lost in transit and if it must retransmit some data.

3. The Client can send a PSH or Push to the Server to indicate that it
has completed sending and that anything the Server has received
should be pushed to the Server Application.

4. The process repeats with the Server response.
Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n
Line-based text data: text/html (13 lines)



Data—- TCP-HTTP

| M |tcp.stream eq 0 EE -]+

No. Time Source

Protocol Length Info
66 49

y @.0 §10 B
0.025102439
T TTEEEEE

o

» Frame 6: 502 bytes on wire (4016 bits), 502 bytes captured (4016 bits) on interface i 0@ Bc 29 b8 c6 dB8 @@ Bc 29 41
~ Ethernet II, Src: VMware_41:6b:4e (80:0c:29:41:6b:4e), Dst: VMware_bB:c6:d8 (00:8c:2¢ 01 e8 el 73 40 00 40 06 10 34
» Destination: VMware_b8:c6:d8 (00:0c:29:b8:c6:d8) 63 Gb 00 50 c2 ab e7 43 2a 45

» Source: VMware_41:6b:4e (00:0c:29:41:6b:4e) P01 f5 ef 25 PO B0 48 54 54 50
Type: IPv4 (Ox0800) 30 30 20 4f 4b od Pa 44 61 74

» Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11 2c 28 32 39 20 53 65 70 20 32
» Transmission Control Protocol, Src Port: 88, Dst Port: 49835, Seq: 1, Ack: 429, Len: 3a 32 33 3a 33 37 20 47 4d 54
QHypertext Transfer Protocol — — — — — ——— ~ — ] 65 72 3a 20 41 70 61 63 68 65
~ Line-based text data: text/html (13 lines) 32 20 28 46 65 64 6F 72 61 20
<!DOCTYPE html>\n 20 4f 70 65 6e 53 53 4c 2f 33
<html>\n 4c 61 73 74 2d 4d 6T 64 69 66
<head>\n 75 6e 2c 20 32 39 20 53 65 70O
<title>Test Page</title=\n 31 39 3a 32 33 3a 31 38 20 47
</head=\n 61 67 3a 20 22 38 31 2d 36 32

\n 32 66 31 65 34 22 Bd Ga 41 63
<body=\n 61 6e 67 65 73 3a 20 62 79 74

\n 6e 74 65 6e 74 2d 4c 65 6e 67
<h1>Test Page</hil>\n 39 0d Pa 4b 65 65 70 2d 41 6¢C
<p>Please Ignore</p>\n 69 6d 65 6f 75 74 3d 35 2c 20

\n 30 od Ga 43 6T 6e 6e 65 63 74
</body>\n 65 65 70 2d 41 6c 69 76 65 @d
</html=\n 6e 74 2d 54 79 70 65 3a 20 74

Al Ac 3h ?A A3 AR R1 72 73 AR



To Review...

Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface ethO, id O
Ethernet Il, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:¢c6:d8 (00:0¢:29:b8:¢c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11

Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411

Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n

Line-based text data: text/html (13 lines)



Transport— UDP (A Datagram)

* User Datagram Protocol is a connectionless protocol.
* Responses are totally dependent on the Application at hand.

* |deal for things like Gaming, VolP, Streaming, or Transactional
Messaging



Data - UDP - DHCP (again)

* Being connectionless also means it can handle Broadcast
messages, or messages sent to every host on a subnet.

£ *eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® s BERE@ 2 ¢« »n <« >EE oo o
A |dhep Be -]+
No. ._ me ) Source Destination Protocol Length Info

5 344 DHCF Discover - Transaction
192.168 19 342 DHCP oOffer - Transaction

B.0. 255. ] DHCP Request - Transaction
192.168.99.1 ] 342 DHCP ACK - Transaction

* via 255.255.255.255



Data—- UDP - DNS

* Purely Transactional
* Query, Query Response

quer? Bx0004 A google.com
query response 0x@004 A google.com A 142.250.190.110

query Ox0005 AAAA google.com
query response 0x0005 AAAA google.com AAAA 2607:T8b0:4009:
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“How do | know that a Threat Actor
. can’tread my connection? -



Wireshark — Follow TCP Stream

S mEPOH|1 2 3

4 |

ADA® s BEE@ Q ¢« > 0 <« > B

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

*ethO

| M |ip.src ==192.168.99.0/24 && ip.dst == 192.168.99.0/24

Mo. Time
918 4.842324264

Destination
192.168.99.11 192.168.99.12
. 842849557 - .99.12 .99.1:
.842849936 . .99.11 . .99,
.848131441 . .99.11 . .99.1:
. 848638669 . .99.12 - .99.1"
.849183025 . .99, . .99.1:
.849183313 - .99.12 - .99.1:
.849514279 . .99.11 . .99.
.866910142 . .99.11 . .99.1:
.8 - .99.12 - .99.1:
B62472786 . .99.11 . .99,

: : .99.12 . .99.1:
.99.11 . .99.1:
¢ .99.11 . .99.

. 334 - .99.12 - .99.1:
L B65104596 . .99. . .99.1:
35 5.065994813 . .99.12 . .99.1:

1 BRI

Source

EEEEEEEE NS
LWMNPROO-o '
(3 IT, TS, BT N S S Sy Sy S S

T QO P O P S T %
o oon

n
n

9
9
9
9
g
9
9
9
9
9
9
9
9

n

» Frame 918: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on in
=~ Ethernet II, Src: VMware_b8:c6:dB8 (00:0c:29:b8:c6:d8), Dst: VMware_41:6b:¢

» Destination: VMware_41:6b:4e (00:8c:29:41:6b:4e)
¢ Source: VMware_b8:c6:d8 (0@:0c:29:b8:c6:d8)
Type: IPv4 (Ox0808)

Protocol
TCP

Length Info

66 49861 — 88 [SYNT1 Sen=0 Win=64240 |en=Q MSS5=1460 WS=256 SACK_PERM

Mark/Unmark Packet
IgnorefUnignore Packet
SetfUnset Time Reference
Time Shift...

Packet Comments

Edit Resolved Mame
Apply as Filter

Prepare as Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

Copy
Protocol Preferences
Narmnda A

Ctri+M
Ctri+D
Ctri+T
Ctri+Shift+T

n=64240 Len=0 M55=1460 SACK

2272 Len=0

4128 Len=@

9 Win=64128 Len=0
=2101760 Len=0
3 Win=21817660 Len=0

—64128 Len=08

=0 MSS=1466 WS=256 SACK_PER
n=64240 Len=0 MSS5=1460 SACK
2272 Len=0

4128 Len=@

1 Win=64128 Len=06
=210 [ | en=0

TCP Strearmn Ctrl+Alt+Shift+T

417



Data— TCP - HTTP (again

Pl Wireshark - Fellew TCP Stream (tcp.stream eq 2) - ethQ

e-Insecure-Requests: 1
Mozilla/5.8 (Windows NT 18.0; WinG4,;

x64) AppleWebKit/537.36 (KHTML, 1like Gecko) Chrome/128.8.08.8 Safari/537.

(t/html, app

lication/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/sign
v=h3

Sun, 29 Sep 2024 22:13:07 GMT
Server: Apache/2.4.62 (Fedora Linux) OpenSSL/3.2.2
Last-Modified: Sun, 29 Sep 2024 19:23::
ETag: "81-623470542f1e4"
Accept-Ranges:
Content-Length:
Keep-Alive: tin , Max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8




Transport — TCP - Transport Layer Security

* Implemented as part of the TCP process.
* Negotiates a Cipher and a Public Key Exchange to encrypt Data
* The result (should be) something entirely undecipherable

W2dmfCOmMfGEoey9sfXZ/e2BofW
5/Z2ZsbmNjdi98YHphay9tensvZ2
B/aml6Y2N2L2hge3wve2dqlL39g
ZmF7L25sfWB8fCEVRmkvdmB6L
3x/amF7L3tnai97ZmlJqlL3tglL2x9b
mxkL3tnZnwve2dgemhnly9pamp
jL219amove2AvY2p7L2)JgL2RhYH

svY2BjlQ== Ve e a
All right, then.ll,(e_eb your secrets.




Data- TCP - TLS (v1.2)

1. ClientHello: The Client will send a ClientHello which specifies the highest version
of TLS the application on the Client side will support, suggested ciphers, and
suggested compression.

2. ServerHello: The Server responds with a ServerHello (shocker) containing the
chosen TLS version, the cipher, and the compression method. The Server will also
send its Certificate, which the Client will verify against its own Certificate Authority
Chain. Every Browser used on the modern web comes with a package of Trusted
g.ert.ific%cz Authorities that dictate which Certificates it will accept based on the

igning CA.

3. ClientKeyExchange: The Client will then, based on the selected Cipher, send its

Public Key back in a ClientKeyExchange message, and a ChangeCipherSpec
message, which indicates that the conversation from then on will be authenticated
and encrypted, along with an encrypted Finished message. All this in one packet.

4. NewSessionTicket: Server responds NewSessionTicket, and its own
ChangeCipherSpec and encrypted Finish. Likewise, all in one packet. From there the

Encrypted Data will flow.



Data—- TCP-HTTP

| |tcp.stream eq O

No. Time Source Destlnatlon Protocol Length Info

[SYN]

[SYN,

[ACK]
" HTTP/1.1

Total Packets: 11



Data— TCP -HTTPS (TLS v1.2

| |tep.streameq 1

BE -]+

MNo. Time
14 0.017337908

15 E Ei?ﬁ?ﬂﬂlﬂ

= . ] 26
.EZJEaaEﬁa
F-”LJ ﬁﬁlLu
.030184043

) B4405

Total Packets: 18

Source

“al
“al
“al
“al
“al
“al
“al
“al
“al
“al
“al
“al

.168.99.

Destination

i Y

.168.

[
(=1}
=]

Protocol Length Info

TCP

66 49812 _ 443 [SYN] Seq=0 Win=64240 Len=0 MSS5=14
ﬁﬁ 44a — 49812 [SYN, ACK] Seqg=0 Ack=1 Win=64240 L
! 143 CK] Seq=1 Ack=1 Win=2182272 Len=

on Tllkrt

on Data
3 [ACK] Seq=2766 Ack

crypted Alert
ﬁm 443 - 49812 [FIN,
60 49812 . 443 [ACK]
60 49812 [FIN,
60 443 -~ 49812 [ACK]

Change Cipher Spec, Encryp
i Win=210150

ACK] Seq=3847 Ack=2766 Win=7

8 Ack—aT-* Win=72



Data—-TCP -HTTPS (TLS v1.3) (defined 2018)

* The client now leads with all its supported ciphers and public keys
in its ClientHello, allowing the Server to start with an Encrypted
ServerHello and Certificate.

|M [tcp.stream eq 8 BE -+

No. Time Source Destination Protocol Length Info
-T 390563965 192.168.99.11 192.168.99.12 TCP 66 49700 — 443 [SYN] Seq=0 Win=64240 Len=-0 MS5=14
192.168.99. : .99, 66 443 — 49700 [SYN, ACK] Seqg=0 Ack=1 Win=64240 L
192 9,1: 192.168.99.12 E 68 49700 443 [Ath] Seq=1 Ack=1 Win=2182272 Len=

[ACK] &
[m h]

Ddtd
Data
on Data
43 [ACK] &
cation Data
49700 [FIN,
60 49700 -~ 443 [ACK] ¢ Ack:QBT
60 49700 - 443 [FIN, ACK] Seq 2783 Ack=987
60 443 - 49700 [ACK] 5eq=987 Ack=2704 Win=72960

Total Packets: 17



ata— TCP-HTIPS

Wireshark - Follow TCP Stream (tep.stream eq 1) - ethO

£

............ WS ... Ivl.j4...7? ...2.ub. ... .B.A 1o 5L..T......b.D;"..).p....d?/...U....a ..R.
....... 3 JnHa0p 000060 a0 ali h.Xx.lp../4.[.D{..;..nA......QM"2". .. X.'";Z.#... .......t.zZ.

. I 00D 060: W...7...0~. [..b.A.C.tE*....D=.;..<...=_S8.."H....#5.q.2...)t...3&
..... v.\.hel.. - UKo L ZSHPL WL T VLl WNL s oBoooooa@eBocouBetocac

o
|
-
o
1

—
(@]

..... cidaasueae ’ S B T e o T i e e e
j { lleacoacoono? ooooc -b0.$......

0...U....web11.0..
. - a oo
2409291915217.

g 9152178L1.0
. .Unspecifiedi
9...U....web11.0..

pkts, 4 BN, pkts, 3 turns.




Percentage of pages loaded over HTTPS in Chrome by platform

e Windows = Android Chrome0S = Linux Mac

Jan 01,2016 Jan 01,2017  Jan 01,2018  Jan 01,2019  Jan 01,2020 Jan 01,2021  Jan 01,2022 Jan 01,2023 Jan 01, 2024

Fragment navigations, history push state navigations, and all schemes besides HTTP/HTTPS (including new tab page navigations) are not included.

Source: https://transparencyreport.google.com/https/overview



Transport — QUIC (UDP+TLS) (Defined 2020%)

* |nitially pitched at “Quick UDP Internet Connections”
* Reduces the latency caused by cumbersome TLS handshakes

e Built with HTTP Zero RTT Connection Establishment
I I TCP + TLS UIC
advances In mlnd’ : Receiver (equivale?tonCP-TLS)
== BEEE -
mm 5 ;E o
Ty ~E¥ _ .




Transport— QUIC

chrome-cloudflare-quic.pcapng more info

Time Source Destination Protocol Info

—————r —— e ————— = e e — - e e —— e ———— ——r = — e ———— ——e ———e

LA78636 2801:db8:1::1 2086:4766:18: : : QUIC Initial, DCID=283f9e9f68698274, PKN: 1, PADDING, CRYPTO, CRYPTO, CRYPTO, PADDING,
497206 26B6:4700:18:: : 2p81:db8:1:: QUIC Protected Payload (KP®)

.588617  2686:4780:18:: : 2081:dbB:1:: QUIC Protected Payload (KP@)

.588951 2606:4708:18: : : 2081 :db8:1:: QUIC Handshake, SCID=0138dfc5a@d47esacd?23Bb5cheddicedibdacbbfe

.581254  2686:4788:18;; : 2681:db8:1:: QUIC Handshake, SCID=@13@8dfc5a@d47etacd?38b5c5e@47ceddb@asbbta

. 581488 2681:db8:1::1 2686:4700:18: : : QUIC Handshake, DCID=B13@8dfc5a@47e6acd238b5c5e847cedib@asbbfa

.582628 2081 :db8:1::1 2686:4708:18: : QUIC Handshake, DCID=013@dfc5a@d47esacd238b5cheddicedibdacbbfe

.582739  2001:dbB:1::1 2686:4700:18: : : QUIC Protected Payload (KP@), DCID=8138dfc5a8d47ebacd238b5c5e847cedobBasbbfa
.582856  2881:dbB8:1::1 2686:47608:18: : : QUIC Protected Payload (KP@), DCID=813@dfc5a@d47ebacd23@b5c5e847ced9b@acbbfa
.522867  2606:4780:16:: : 2001:db8:1::1 QUIC Protected Payload (KP@)

.522266  2606:4780:16:: : 2001:db8:1::1 QUIC Protected Payload (KP@)

.522357  2081:dbB8:1::1 2686:4708:18: : : QUIC Protected Payload (KP®), DCID=8138dfc5a@d7ebacd238b5c5e847ced9bdacbbfa
.522398  26086:4780:16:: : 2001:db8:1::1 QUIC Protected Payload (KP@)

.522581 26086:4780:16:: : 2001:db8:1::1 QUIC Protected Payload (KP@)

LR22R749 26801 :dhF:1: 21 2RAG-ATAR: 1A s RATA OITe Protected Pavlnad (KPRY. NWCTN=A13AdFrSaRd?erard?3Bh5rSefd?redahfanhhfa

L

1
1
1
1

5
5
5
5
5
5
5
5
5
5
5
5
5
g

. . . . Frame (1292 bytes) Decrypted QUIC (1195 bytes)
Frame 47: 1292 bytes on wire (18336 bits), 1292 bytes captured (18336 bits) on interfs
Ethernet II, Src: Apple e8:7a:f3 (f@:18:98:e8:7a:f3), Dst: IBASETec 87:59:7@ (@@:83:2c ©@88 @@ 83 2d 87 59 7@ f@ 18 98 e8 7a 3
Internet Protocol Version &, Src: 2881:db8:1::1, Dst: 2686:4780:108::63816:826 Aa1e @e 40 @4 d6 11 48 26 81 @d bE 88 81
User Datagram Protocol, Src Port: 58288, Dst Port: 443 Be26 BE G0 BB BB BB Bl 26 G5 47 68 B8 18
QUIC IETF BB30 @0 @@ 68 16 @8 26 c4 68 @1 bb
Ba18 @R 88 @1 @3 28 3T 9¢ 9f &3 69 32 74

Source: https://www.qgacafe.com/resources/sample-captures-for-quic-doh-communityid-wpa3-cloudshark-3-10
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