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About Me

• 2021 AAS Cyber Security from DMACC
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• Returning to School at ISU
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What we’re talking about today…

• Network Traffic (duh)

• “Why can’t my computer connect to the internet?”

• “What does a connection look like?”

• “How do I know someone can’t read my connection?”



Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface eth0, id 0
Ethernet II, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:c6:d8 (00:0c:29:b8:c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11
Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411
Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n
Line-based text data: text/html (13 lines)

What is this?





Source: https://en.wikipedia.org/wiki/OSI_model



Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface eth0, id 0
Ethernet II, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:c6:d8 (00:0c:29:b8:c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11
Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411
Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n
Line-based text data: text/html (13 lines)



Why can’t my computer connect to 
the internet?



Physical 



Data-Link 



Network



Network – IPv4

• Still the most common IP standard.

• Private ranges include 192.168.x.x, 172.16.x.x, 10.x.x.x



Network - DHCP

• Dynamic Host Configuration Protocol is a network management 
protocol for the automatic assignment of IPs to devices of a 
network. 



Network - ARP

Ethernet II, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: 
VMware_b8:c6:d8 (00:0c:29:b8:c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11
• Address Resolution Protocol is a communication protocol used to 

associate link layer (MAC) addresses with an IP.



Network - ICMP

• Internet Control Message 
Protocol is a communication 
protocol used to verify data 
transmission by indicating 
success or failure when 
communicating with another 
device.





What does a connection look like?



Transport – TCP (A Segment of a Stream)

• Transmission Control Protocol is a connection-oriented protocol.
• A Client and Server first must establish communication with each 

other and agree how they will communicate application data.
• Ideal for sending a lot of data (segmented) and ensuring integrity 

of the data sent.

Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, 
Ack: 429, Len: 411



Transport – TCP – SYN-ACK
Three-Way Handshake
1. SYN: A Server will listen for SYN request from a Client to 

SYNchronize.
2. SYN-ACK: The Server will respond with a SYN-ACK back to the 

client with an ACKnowledgement of the Client's SYN request, and 
its own request to SYNchronize with the Client.

3. ACK: The Client will then respond to the Servers SYN with its own 
ACKnowledgement.



Transport – TCP – FIN-ACK
Four-Way Handshake
1. FIN-ACK: Sending the Server a FIN-ACK to FINish this 

connection.
2. ACK: The Server will respond with an ACKnowledgement, and 

send its own FIN-ACK to finish to the client, which the Client will 
then ACKnowledge.

3. Other side Repeats



Data – TCP – HTTP

1. The Client will send an HTTP Request Message to the server. For 
longer messages, Data can be sent in multiple packets, and those 
packets are sent ordered by a Sequence Number, which is then 
arranged by the Server in the proper order

2. The Server then sends back an Acknowledgement of every 
Sequence Numbered Packet it gets, ensuring the Client knows if 
something was lost in transit and if it must retransmit some data. 

3. The Client can send a PSH or Push to the Server to indicate that it 
has completed sending and that anything the Server has received 
should be pushed to the Server Application.

4. The process repeats with the Server response.
Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n
Line-based text data: text/html (13 lines)



Data – TCP – HTTP



Frame 923: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface eth0, id 0
Ethernet II, Src: VMware_41:6b:4e (00:0c:29:41:6b:4e), Dst: VMware_b8:c6:d8 (00:0c:29:b8:c6:d8)
Internet Protocol Version 4, Src: 192.168.99.12, Dst: 192.168.99.11
Transmission Control Protocol, Src Port: 80, Dst Port: 49861, Seq: 1, Ack: 429, Len: 411
Hypertext Transfer Protocol, HTTP/1.1 200 OK\r\n
Line-based text data: text/html (13 lines)

To Review…



Transport – UDP (A Datagram)

• User Datagram Protocol is a connectionless protocol.
• Responses are totally dependent on the Application at hand.
• Ideal for things like Gaming, VoIP, Streaming, or Transactional 

Messaging



Data - UDP – DHCP (again)

• Being connectionless also means it can handle Broadcast 
messages, or messages sent to every host on a subnet. 

• via 255.255.255.255



Data – UDP – DNS

• Purely Transactional
• Query, Query Response



How do I know that a Threat Actor 
can’t read my connection?



Wireshark – Follow TCP Stream



Data – TCP – HTTP (again)



Transport – TCP – Transport Layer Security

• Implemented as part of the TCP process.
• Negotiates a Cipher and a Public Key Exchange to encrypt Data
• The result (should be) something entirely undecipherable
 

W2dmfC9mfGEoey9sfXZ/e2BofW
5/Z2ZsbmNjdi98YHphay9tensvZ2
B/aml6Y2N2L2hqe3wve2dqL39g
ZmF7L25sfWB8fCEvRmkvdmB6L
3x/amF7L3tnai97ZmJqL3tgL2x9b
mxkL3tnZnwve2dgemhnIy9pamp
jL2l9amove2AvY2p7L2JqL2RhYH
gvY2BjIQ==



Data – TCP – TLS (v1.2)

1. ClientHello: The Client will send a ClientHello which specifies the highest version 
of TLS the application on the Client side will support, suggested ciphers, and 
suggested compression.

2. ServerHello: The Server responds with a ServerHello (shocker) containing the 
chosen TLS version, the cipher, and the compression method. The Server will also 
send its Certificate, which the Client will verify against its own Certificate Authority 
Chain. Every Browser used on the modern web comes with a package of Trusted 
Certificate Authorities that dictate which Certificates it will accept based on the 
Signing CA.

3. ClientKeyExchange: The Client will then, based on the selected Cipher, send its 
Public Key back in a ClientKeyExchange message, and a ChangeCipherSpec 
message, which indicates that the conversation from then on will be authenticated 
and encrypted, along with an encrypted Finished message. All this in one packet.

4. NewSessionTicket: Server responds NewSessionTicket, and its own 
ChangeCipherSpec and encrypted Finish. Likewise, all in one packet. From there the 
Encrypted Data will flow.



Data – TCP – HTTP

Total Packets: 11



Data – TCP – HTTPS (TLS v1.2)

Total Packets: 18



Data – TCP – HTTPS (TLS v1.3) (defined 2018)

• The client now leads with all its supported ciphers and public keys 
in its ClientHello, allowing the Server to start with an Encrypted 
ServerHello and Certificate.

Total Packets: 17



Data – TCP – HTTPS



Source: https://transparencyreport.google.com/https/overview



Transport – QUIC (UDP+TLS) (Defined 2020*)

• Initially pitched at “Quick UDP Internet Connections”
• Reduces the latency caused by cumbersome TLS handshakes
• Built with HTTP 

advances in mind.



Transport – QUIC

Source: https://www.qacafe.com/resources/sample-captures-for-quic-doh-communityid-wpa3-cloudshark-3-10



Further Reading: 
www.tcpipguide.com/free/

wrap it up…



Questions?
Blog version of this talk available on my website:

www.thederpysage.com/blog/network101/
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